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Minimum Requirements

Wireless Card:

An 802.11a/g wireless network card that supports WPA or WPA2. 802.11b (wireless b) wireless network cards do NOT work.

Note: Some less expensive wireless cards may support Wireless G but do not support WPA fully. If you experience problems, you can install the
latest driver for your wireless card which is usually available through the card or computer manufacturer's website.

Operating System:
Windows Vista

Prerequisites:

Administrator rights on the computer

Windows must be managing the wireless connections

Current Anti-Virus protection

Firewalls beyond the Windows Firewall, IDS/IPS, or security systems on the machine must be turned off or uninstall
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Windows Vista Setup
Windows Vista computers should automatically connect to the BYUI network. Do NOT use BYUI-Setup.
1. Right click the wireless connection icon in the bottom right corner of the screen and select View Available Wireless networks.
2. Double click the BYUI network.
3. Once itis connected to the BYUI network you may see a popup. Click on it. You will see a window where you will need to click
Enter/Select additional log on information.

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and passwerd to connect to this
network

Enter/select additional log on information >

% Connect to a different network

4. Inthe User Name field, enter your campus username (NetID), and in the Password field, enter your Password. Leave the Logon domain

blank. Click OK.
Enter Credentials u

User name: l

Password:

Logon domain:

| |1Save this user name and password for future use

Lo | [ concel |

5. The same Enter/Select additional log on information window will appear. Click it again.
6. A Validate Server Certificate window will appear. Click OK.
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‘V?‘I‘idate Server Certificate el -

The Root Certification Authority for the server's certificate is: Equifax
Secure Global eBusiness CA-1

If this is the correct certificate, dick OK to connect and you will not see
this message again. Click CANCEL to drop connection.

 View Server Certificate |

7.  When it is successful, you will see a Successfully connected to BYUI window. Check Save this network and Start this connection

automatically. Click Close.
o SPORPIETIR
& ¢ Manually Connect to 2 wireless ne

Successfully connected to BYUI

(¢ 5ave this network,

V! Start this connection sutomatically

8. Open your internet browser (Internet Explorer, Firefox, etc.) and you should be able to surf.
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If you still can't connect, continue with these steps:

1. Right click the wireless connection icon in the bottom right corner of your screen (in the taskbar) and select Network and Sharing Center.
2. Click Manage wireless networks in the left hand column.

Network and Sharing Center
View foll map
y -
R Sy
LTC-D620-62 byuedu 3 (Unauth é E :
(This computer)
A bywiedu 3 (Unauthents d) (Public k) Cuttomee
Access Local only
Connectson VWireless Network C. BYUIl-Setup) View states I
. Sqral strength: Good Dwconnect 4
A Sharing and Discovery
Network discovery oo v !
Fde sharmg o on ¥ F
Pubiec folder shanng © Off %) n
See sy Printer shaning © o )
Intonet Optean Meda stharng o0on :.g_':

Wmantec Linelipdete

Show me ol the files and folders | am sharing

Wedows Feraall
Show me all the shared network folders on the computer

3. Right click on the BYUI network and select Properties.

- e
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lo o) > Cortmai Parnel > Manage irabess Networka -[‘,'l;,«m p

Manage wireless networks that use (Wireless Network Connection)

Windows tries 1o CONNACt 10 these netmarks in the order hsted Belom. To change the osfler, 639 & NETwOM Up OF S0wn In the Rt You
can doc add o remevs netwerk grofiles.

€ ads ==Remove § Moverp § Mo dows # Afaprer a tpes 5P Network and Shaing Centes
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«
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4. On the Connection tab, make sure Connect automatically when network is in range and Connect to a more preferred network if
available are both checked. Ensure that Name is BYUI and SSID is BYUI. (BYUI needs to be in capital letters.)

BYUI Wireless Network properties

Connection | Security

Name: BYUI
SSID: BYUI
Network Type: Access point

Network Availability: Al users

Connect to a more preferred network if available
| [ Connect even if the network is not broadcasting

ok J[ concl

5. Click the Security tab. Select WPA2-Enterprise (or WPA if WPA2 is not available) next to Security type and AES (or TKIP) next to
Encryption type. Select Protected EAP (PEAP) from the list of authentication methods.

BYUI Wireless Network properties &

Connection | Security

Security type: |wpA2-Enterprise -

Encryption type: [AES v}

L Choose a network authentication method:
| [Protected EAP (PEAP) v ]| settings... |

| ™ Cache user information for subsequent connections
to this network
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Click Settings... Make sure that Validate server certificate, Equifax Secure Global eBusiness CA-1, and Enable Fast Reconnect are all

checked. Then click Configure.

Protected EAP Properties

(S

When connecting:
[V]|validate server certificate!

[7] Connect to these servers:

Trusted Root Certification Authorities:

[ class 3 Public Primary Certification Authority

[] Entrust.net Secure Server Certification Authority

[ Equifax Secure Certificate Authority

Equifax Secure Global eBusiness CA-1

[T eve

[7] GlobalSign Root CA

[7] GTE CyberTrust Global Root

< m |

>

m

[7] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2)

'] [ Configure... ]

Enable Fast Reconnect
[T]Enable Quarantine checks
[ ] Disconnect if server does not present cryptobinding TLV

Lo

Cancel ]

Lﬁ

Uncheck the option of Automatically using you Windows logon name and password. Click OK on all the windows and exit all open

windows.

EAP MSCHAPv2 Properties

o]

When connecting:

F Automatically use my Windows logon name
password (and domain if any).

[ oK 1| Cancel |

and

Right click the wireless connection icon in the bottom right corner of the screen and select View Available Wireless networks. Double

click BYUL.

Once it is connected to the BYUI network a box like the one below will pop up. Click Enter/Select additional log on information.
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Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to conmect to this
network

@leﬂ additional log on information >

% Connect to a different network

10. Inthe User Name field, enter your campus username (NetID), and in the Password field, enter your Password. Leave the Logon domain

blank. Click OK.
Enter Credentials u

User name: |

Password:

|| Logon domain:

[ ]Save this user name and password for future use

Lok | [ concel |

11. Click Enter/Select additional log on information again when it appears.
12. AValidate Server Certificate window will appear. Click OK.
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Validate Server Certificate

The Root Certification Authority for the server's certificate is: Equifax
Secure Global eBusiness CA-1

If this is the correct certificate, dick OK to connect and you will not see
this message again. Click CANCEL to drop connection.

-

|: View Server Certificate |

13. When it is successful, you will see a Successfully connected to BYUI window. Check Save this network and Start this connection

automatically. Click Close.

» “0”00 .m
@ 2 Manually conmect to 3 wireless ne
B

U RN LA

leofizs

Successfully connected to BYUI

[#15ave this network

¥ Start this connection sutomatically

14. Open your internet browser (Internet Explorer, Firefox, etc.) and you should be able to go on the web.
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More to try:
Remove all previous wireless networks.

1.
2.

3.

4.

Right click the wireless computer icon in the bottom right hand of the screen and select Network and Sharing Center.

In the left column select Manage wireless networks.

Network and Sharing Center

N b @

LTC-D620-62 byuiedu 3 (Unauth d) o
(This computer)

/b, byviedu 3 (Unauthenticated) (Public k)
Access Local only
Connectson Wireless Network C BYUI-Setup)

«. Sqral strength: Good

A Sharing and Discovery

Network discovery oo
Fde tharmg ° off
Pubikc folder shanng © Off
See sy Prtter sharing °on

Intonet Optcan Meda tharng oo

Wmantec L

Show me ot the files and folders | am sharing
Wedows Ferastl
Show me all the shared network folders on the computer

Voew natus

Dwconnect
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Look in the section Networks you can view and modify. It will not appear exactly as the box below but if BYUI is shown click it once and

click Remove. If BYUI-Setup is shown click it once and click Remove, then exit out of all windows.

o & e
) [l » Contesl Panel » Manage Wirwhess Networks v |4y

Manage wireless networks that use (Wireless Network Cannection)

Windows tres to Connect 10 these metworhs o the sder lited b, To change the onder. S » retiadrh wp Of down in the bt You
can #hio a8 ot remcve retmork profiles.

e hdd W Adegrecpropenes 3 Protbetypes 35 Netwark and Sharing Corner

Fetwarks you can view snd maddy )

Follow the steps outlined in the Windows Vista Setup section above to connect.
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